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6. MLE Website

1) B Website 7EASEES HHRI A R AE 2 b R IR 55 35 . E 2o A\ 4 sudo
apt update ! sudo apt install nginx -y % %% nginx k%, 235 A M2 sudo
systemtl status nginx, £ A0 B UG E R -

root@website:~# systemctl status nginx

A high performance web server and a reverse prox
aded (/lib/systemd/system/nginx.service; ;P
since Mon 2023-05-08 21:51:45 CST; 2
n:nginx(8)
rtPre=/usr/sbin/nginx -t -q -g daemon on; master_process on; (code=exited, status=0/SUCCESS)
rt=/usr/sbin/nginx -g daemon on; master_process on; (code=exited, status=0/SUCCESS)

9410)

CGroup: /system.slice/nginx.service

SH 08 21:51:45 website systemd[1]: Starting nginx.service - A high performance web server and a reverse proxy server.[l

5H 08 21:51:45 website systemd[1]: Started nginx.service - A high performance web server and a reverse proxy server.
lines 1-23/23 (END)

2) BCEP KRS, 7EZam i N4 sudo ufw enable, FF /a5 k%, #iAfr4 sudo ufw
allow 'Nginx Full', FFJ5 Nginx ;554 H, fi A4 sudo ufw status, 7~ EFT
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root@website:~# ufw status
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Nginx Full ALLOW Anywhere
Nginx Full (vé6) ALLOW Anywhere (v6)

TEZ R A2 cd /root/, Bk E| root HX, A4 openssl genrsa des3 -out
serverkey 2048, BE IS AHIETE PISCAF serverkey, 233 IR/ AN T RS ANHIA
T, PEMERE, (HRTEIC.

Hi N\ 14 openssl req -new -key server.key -out server.csr, B IR 55 2L 15 B SC
fF server.csr, R ZIR, BARBETEIT:

Enter pass phrase for root.key: « fij Al AIZ K565

Country Name (2 letter code) [AU]:CN « EZEALS, HEHA CN

State or Province Name (full name) [Some-State]:Beiling « HH4%4, P&

Locality Name (eg, city) []:Beiling « W44, #i&

Organization Name (eg, company) [Internet Widgits Pty Ltd]:BIT « A® L4

Organizational Unit Name (eg, section) []: « AJBLAR#EIA

Common Name (eg, YOUR name) []:www.example.come Fy A4

Email Address []:email@example.com « HLT-HEFH, FHEIH

Please enter the following ‘extra’ attributes

to be sent with your certificate request

A challenge password []: « FJLAAREIA

An optional company name []: « A AAEIA
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K N\t 4 cp server.key serverkey.org, &1 —1 RSS2 .
i \fir% openssl rsa -in server.key.org -out server.key, R,
&\ 2 openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt,

A RUIE 15 A server.crto



8) M A4 sudo nano /etc/nginx/sites-available/default, Jm%H nginx FCE, W™INWT A
7. ULHT 443 5t 7124 https, 80 ity 124 http.

server {

on_cache
lon_timeout

_connect_

_read_timeout 600;
end_timeout 600;

_buff ize 64k;

proxy_set_header 0S ost:Sserver_port;
X-Real-IP _addr;
X-Forwarded-For add_x_forwarded_for;
HTTP_X_FORWARDED_FOR

1

}
9) i FNI YT AR VT I http://192.168.233.137, s Mk A UE+
@ welcome to nginx x | Welcome to nginx! x  www.examplecomAHER X +
< (& O |8 192.168.233.137
M35 {ER - 192.168.233.137
B FuekR
11 you st une pays, wie ngima wew server 1 suscesSfully installed and

working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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Welcome to nginx! X

www.example.comfHEB x  +

192.168.233.137

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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1

15 web R4 )2 k.

GET / HTTE/1.1

1
2 Host: 162.168.233.137

3 Upgrade-Insecure-Requests : 1

4 User-Agent : Mozilla/5.0 (Windows NT 10.0; Wing4; =64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.78 Safari/537.36
5 Rccept:

text/html, application/xhtml+zml, application/xml;q=0.%, image/avif, image/webp, image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.7
Accept-Encoding @ gzip, deflate

Accept-Language : zh-CHN,zh;g=0.9

Connection : close
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GET / HTTE/1.1

Host: 182.168.233.137
Cache-Control : maz-age=0
Sec-Ch-Ua : "Not A(Brand";v="24",
Sec-Ch-Ua-Mobile : 70
Sec-Ch-Ua-Platform : "Windows"
Upgrade-Insecure-Requests @ 1
User-Rgent : Mozilla/5.0 (Windows NT 10.0;
Accept :
text/html,application/xzhtml+zml,application/znl;q=0.9, image/avif, inage/webp, image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.7

"Chromium";v="110"

WinG4; =E64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.5481.78 Safari/537.36
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10 Sec-Fetch-Site : none

11 sec-Fetch-Mode : navigate
12 Sec-Fetch-User @ 71

13 Sec-Fetch-Dest : document

Accept-Encoding :
Accept-Language :
Connection : close

gzip, deflate
zh-CN, zh;q=0.9
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